OCHOBHBbIE NMPABUSIA
BE3OMNMACHOCTU

B nHTEpHETE, KaK 1 B XM3HW, ECTb NpaBuna
6e3onacHocTn. Cobntogar ux.

CoumnanbHas ceTb
Pacckaxu poguTenam o CBoVX APY3bAX B CETU.

Mogymaw, ¢ Kem Tbl 0bLaewbca B CETU, KTO
CKPbIBaETCA 3 HVKOM.

Be3sonacHoe o6weHne B UHTEPHeTe

Ecnu Tbl nogpyxunca ¢ KeM-TO B OHMaWH-
NpOoCTpaHCTBe, NpoaHanu3npyn Balle 06LeHme:
e OH mompocun Jepxatb Apyx6y u Bawy
nepenncky B CEKpeTe OT Apy3en 1 pogute-
newn?

e VIHTEpecoBasncA NepcoHanbHbIMU AaHHbIMM
W HGopMaLen o cembe?

e Mpu 0bWeHNN C HUM BeJelb cebA He Tak,
Kak 06bI4HO, KaK 6yIT0 TOBOW MaHUMYNPYHT?

e MpoCWT chenatb TO, YTO NPOTMBOPEYUT
TBOWM NpUHUMnam?

Ecnn Ha BOMpoChl Tbl OTBETWN «Aa», TO 3TO
onacHas apyx6a 1 06LieHne CTouT NpeKpaTuTb.
KomnbloTepHbIN BUpYC

Monpocu poauTenent ycTaHOBUTL aHTUBUPYC
Ha TBOW KOMMbHOTEP.

MoweHHVKN B UHTEpHeTe

OcTeperainics MoLLeHHNKoB! Pacckaxu pogu-
TeNAM O NHOAAX, KOTOPbIM Thbl HE [0BepseLlb,
HO KOTOpble MPOAO/MKAT 06wWaTecA ¢ ToboW
B COLICETAX.

LleHn cBoé Bpema

YK1BW peanbHOW XN3HbBH: YiTalt KHAM, Tynam
C POAUTENAMY, UTPali C [PY3bAMU Ha YNnLIe.

BMECTE PAOU DETEN

KOH U 3N bONOrOACKON OBNACTU

r.Bonoraa,
CoBeTCKHiA nNpocnekT, A.80b

8(817 2) 23-01-72 (5,06.0913)

EauHbin TenedoH gosepus
Ansa geten, NogpPOCTKOB
1 UX poguTenei:

8 (800) 20-00-122
°

KOMWCCWKWA INo genam
HECOBEPLUEHHOINETHMX 1 SALLIMTE X
NMPAB BONOroAcKoKn oBJlACTA

KOMWTET NPPAXKAOAAHCKOM BALLIMTEI M
COLMAINBHOW BE3OMNACHOCTM
BOMNOroAcKom osNnACTM

KWBEPBE3OMNACHOCTb

Kak y6epeyb cebs B ceTu u He cTaTb
YKepPTBOi1 3/10yMbILUSIEHHUKOB

I'IpeAHa3Ha'-|eHo ANA HecoBepLUeHHOeTHUX




KAK HE CTATb
WHTEPHET-XXEPTBOW?!

06LwanAck B coumanbHbIX CeTax, byab NpenensHo
BHUMAaTeNbHbLIM — HEe pacckasbiBali NMoapobHo-
CTeli CBOEW »K3HW, CTapalicA He BK/KYaThb B CrINCOK
[py3en He3HaKoMbIX Ntogen. ViHorga HesHakomeL,
B CETV MOXKET 0Ka3aTbCA MOLIEHHMKOM W XaKe-
[POM 11 COBEPLUMTL B OTHOLLEH TEBS NpecTyrnieHne
— 3aBnafeTb YYETHbIMY AaHHBIMU, MaTEXHbIMI
PEKBV3VTaMMU, NEPCOHaNbHOW HBOPMAaLIEN.
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ATbl3Han, uTo
80% NpecTynHNKoB

6epyTuHpopmauuo
B COLManbHbIX CeTAX?

&

NPEAOTBPALLIAEM PUCK
B COUMANDbHbBIX CETAX

e PEervcTpupywcaA nog nceBAoHMOM

e HacTpPOW NpyBaTHOCTb

*  He genucb MHGopmaLImelt 0 CBOeM MecToHa-
XOXKIOEHNN U UMYLLECTBE

e He [0BEpAN CBOW CEKPEeTbl He3HakoMLuaMm
13 VHTepHeTa

OTKPbITbIE CETWU. YY>KAA TEXHNKA

Mpy NOAKMKYEHWM K OTKPLITON CeTu (MeTpo,
Kade v T.4.) Tbl OCTaBNAEWb NepcoHanbHbie AaH-
HblE, B UX YICIIe /IO C Naposnem (ecni 3axoauilb
Ha CTpaHWLy B COLICETV, Ha 3NEKTPOHHYHO MouTy).
Mony4mB [OCTYM K TBOUM NepcoHanbHbIM AaHHBIM,
3M0YMBILLNEHHVIKA MOTYT YKPacTb akkayHT B COLW-
anbHbIX CETAX, MOMYYUTb [OCTYN K 3NEKTPOHHBIM
nnaTeXHbIM cricTeMam Unm 6aHKOBCKMM KapTam.

NPEAOTBPALLAEM PUCK
NMPY NCMOJ1Ib30BAHN OTKPbITbIX
CETEN N YYXKOWN TEXHUNKIN

e npwu pabote ¢ ny6ANYHLIMK YCTPOWCTBA-
MW UCNOMb3YN MYHKT K4Y)KOW KOMMbOTEp»
1 HE COXpaHAM Ha HEM CBOW Naponb

e MCMOMb3yl PEXVM «MPUBATHOTO MPOCMO-
Tpa» B 6pay3epe

*  MOMb3YWNCA KHOMKOW «BLIATV» NPW 3aBepLue-
HWKW paboTbl € pecypcamu

e 1CMOb3YW TOMbKO CNOXHbIE Naponu 1 6e3o-
nacHble CoefVHeHNA

3NEKTPOHHbIE ®UHAHCbI

VIHTEpHET-TpaH3aKUMY, 3MEeKTPOHHAA KOM-
MepLKA, MOBUNbHBIN BaHKMHT, KpeQuTHbIE Kap-
Tbl B CeT VIHTEpHET — aKTyanbHble TPeHLbl.
Ho 6yab BHMMaTENbHBIM 11 He npeHebperan oc-
HOBHbIMM NpaBuIamu.

NPEAOTBPALLAEM PUCK
CTATb>XEPTBOV ®ITHAHCOBOIO
MOLUEHHMNYECTBA

e Jenavl [JWHHbIE 1 CTIOXHbIE Naponn 4is nna-
TEXHDBIX CICTEM

*  HeMepexoaw no ccbifikam, Habupal appec can-
Ta CaMOCTOATENBHO

*  VIMA NPOTOKOMa JO/MKHO BbIMMALETh Cleay-
M obpasom: https://...

e OCYLLECTBMAN TPaH3aKLMM TOMbKO Ha oMall-
HeM KoMrbtoTepe

e BHVMATE/bHO OTHOCMCh K OMOBELLEHVIAM CBOE-
ro 6aHKka

e He oOTKasbiBanca oT SMS-onoseleHuA!
OHW NOMOrakT KOHTPONMPOBATb OrnepaLmm

e 10 BO3MOXXHOCTW He OTK/Yar GPS

e rocTapavica obopynoBaTb TenepoH CBOMMM
6rIOMeTPUYECKMIM NapaMeTpamu

KWBEPBYJUTNHI KAK «BOVILLOBCKUN
KNyb»

Ecnu bl cTonkHynca K knbepbynnuHrom, To 06a-
3aTenbHO co06LUM 06 3TOM poaUTENAM UNV Neparo-
ram. KnbepbynnuHr MoXeT bbITb CTOMb e onac-
HbIM 11 60NE3HEHHBIM, KaK 11 KOHONVIKT B pearnbHON
HKUBHW

ATbI3Han,yTo
13% OHNaH-KOHGANKTOB

nepepacraT B camble
HacToAwWMe CTONKHOBEHUA
B peanbHOM XXU3HU?

Bupabl knbepHananok: ockopbneHwe, KneBeTa,
nybnnyHoe pasrnalweHvie NMYHOW MHhopMaLmm,
npecnepoBaHue, yrpo3sa Gr3n4eckon pacnpasbl.

[MomHK: KnbepbynnvHI MOXET MOBMEYb HaCTyM-
NEHVe OPUONYECKOW OTBETCTBEHHOCTY, B NyYLLEM
cryyae — agMVHUCTPATBHON.

MPEAOTBPALLAEM PUCK
CTATb XXEPTBOW KNBEPBYJUTHIA

e He BCTyMawu B C/IOBECHbIE Nepenarnku B coLice-
TAX, PopyMax, faxe ecnv UX y4acTHUKaMm AB-
NAKTCA TBOV ApY3bA

*  Yallie MEHAN Naponu B COLICETAX

e UrHopupywn ockopbnawwme Teba coobuieHunA
1 coobuy 06 3TOM B3pOC/bIM

e Heyrpoxan xynuiraHy

e He BblKNaablBal B CETV KOMMPOMETUPYIOLLYIO
Te6a nHhopmauno

»  [06aBb 3/10YMbILLNEHHMKA B YEPHBI CINCOK/
yaanu n3 gpysen



